Wireless Network Setup for Mac OS X 1C

1. Open System Preferences, and navigate to Network settings

2. Select the wireless interface (usually named AirPort), and click Advanced

Location: | Automatic ﬁ

Status: h d [ Turn AirPort Off )

Authenticated via PEAP (Inner Protocol:
MSCHAPv2

Ethernet [
® ooy | |
Not Connected < > Connect Time: 00:07:00

Network Name: | Stud =)

1 Ask to join new networks

Known networks will be joined automatically.
If no known networks are available, you will
have to manually select a network.

=] ™ Show AirPort status in menu bar @

I‘h Click the lock to prevent further changes. (Assistme... ) ( Revert ) ( Apply )
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3. Navigate to 802.1X tab, and click the Add () button to add a user authentication
proble. Name it Students

—" AirPort

' AirPort TCP/IP DNS WINS AppleTalk = 802.1X @ Proxies Ethernet |

v System Profiles
™ System Profile User Name: acad\abukin

Password: eeeecccccscccee

Wireless Network: T]

Authentication: Enable | Protocol
TTLS

PEAP

TLS
EAP-FAST
LEAP

MD5

Configure...

JO000RO

©) (Cancel'\ ( OK \

4. Select the proble you just added and...
1. Enter Oacad\usernameO in the User Name beld
2. Enter your portal password in the Password beld
3. Enter OStudentsO in the Wireless Network beld
4. Uncheck every protocol, except PEAP

5. Click OK; the Advanced window will close.

6. On the Network Settings window, press Apply.
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7. Make sure the above steps are completed correctly, and click Advanced again.
8. Proceed to the AirPort tab

T AirPort

[“AirPort | TCP/IP DNS WINS AppleTalk 802.1X Proxies Ethernet |

Preferred Networks:

Network Name | Security
Students WPA2 Enterprise
Area51 WEP Password

+ | — | / | Drag networks into the order you prefer to join.

"1 Remember any network this computer has joined
" Disconnect from wireless networks when logging out
) Require Administrator password to control AirPort

AirPort ID:  00:1c:b3:b8:ce:45

@ (Gance) (oK)

9. Click the Add () button to add a new network the the Preferred Networks list. The
following window will appear:

_‘

-~ Enter the name of the network.

=~
T Enter the name of the network you want to add, and then
enter the password if necessary. You can also click Show
Networks to see a list of available networks.

Network Name: Students

Security: | WPA2 Enterprise Q

User Name: [acad\abukir{ ]

Password: seeccses
802.1X: | Students B

E Remember this network

(Show Networks ) ( Cancel ) f Add 3
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10. Enter the following:

Network Name: Students

Security: WPA2 Enterprise

User Name: acad\your_portal_username

Password: your portal password

802.1X: Select the OStudentsO 802.1X authentication proble you just created from

the drop down list
6. Check the ORemember this networkO box and click Add

11.Connect to the wireless network. Since the network is in the preferred networks list,
this should be done automatically once the network is discovered. The network will
now ask you to verify the certibcate:

arwpbnpE

OO Verify Certificate

802.1X Authentication

The server certificate is not trusted because there are no explicit trust

J settings.

[] Always trust “securelogin.arubanetworks.com”
= Equifax Secure Certificate Authority
L+ = securelogin.arubanetworks.com

-

securelogin.arubanetworks.com

Issued by: Equifax
Expires: Wednesday, June 29, 2011 5:23:28 PM PT

This certificate is valid

v Trust
When using this certificate: | Always Trust ? ©)
Extensible Authentication (EAP) | Always Trust 23]
X.509 Basic Policy | Always Trust ?]
» Details
) Hide Certificate / Cancel \ (_Continue)

12.Check the Always Trust box and click Continue.

13.That!s it! Enjoy the security of the WPA2 Enterprise network. This process will need
to be repeated only if you update or reset your portal password. Otherwise, the
network will be connected automatically once it is in the range.
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