Leadership Development Institute 
Internal Audit Session
“Minimizing Administrative Distractions”

January 2, 2004
I.
Overview of the Audit Process, Investigation Process, and Internal Audit’s Role in General
II. A Leader’s Role in Risk Management and Assessment 

A. What keeps you up at night? 
B. What distracts your people?
III. Understanding the Rules/Parameters - Finding and Understanding Policies (i.e. Directive Controls) 
A. State Administrative Manual

B. Government Codes – Financial Integrity and State Manager’s Accountability Act

C. Executive Orders & Coded Memorandums & Miscellaneous Memos
D. University Policy Manual

E. Presidential Directives

F. BFA Policies and Procedures

G. Human Resources Policies and Procedures

H. Student Affairs Policies

I. Administrative Policies (i.e. risk and fixed asset management)

J. Academic Affairs Guidelines

K. Foundation Policies (i.e. who can accept a gift?)

IV.
Anticipating Operational Issue – What we have learned!
A. Use of Authority
1. Your authority is what has been specifically designated in writing to you.
a. If expenditures or contracts are approved outside your authority, you may be committing your personal funds versus State’s. 

2.
Delegation of Authority is a formal process requiring varying degrees of record keeping depending on method used (cover use of signature stamps).
B. Consult with Risk Management 
1. Complete risk assessment before conducting new or recurring activities.

C. Basic Security over Fixed Assets 
1. Department head is responsible so get a listing of property; complete sign-out records for high risk assets; don’t dispose of anything without support of Fixed Asset Manager; report missing property promptly.  
D. Procurement Pitfalls

1. No one but the President, BFA Procurement personnel, and Library Procurement personnel can approve a contract.

2. Travel expenses must be submitted timely to avoid complications and advances always seem to be problematic yet avoidable. 

3. Pcard Use

a. Prohibited transactions (hazardous materials, furniture, services, meals)

b. Paying for charges benefiting yourself personally or Approving Official is not appropriate

c. Watch hospitality and get Directive 11 forms

E. Information Technology Considerations

1. Do not release your password to anyone!

F. Only CFO can authorize bank accounts.

G. Only UAF can accept gifts, especially gifts-in-kind.

V. Set the Right Leadership Tone from the Top

A. Ethics – if we can’t talk openly about it we will not do it.

B. Conflict of Interest – decisions that affect you own welfare

C. Consistent treatment - avoid appearance of favoritism

D. Get Sexual Harassment Training – avoid compromising situations

E. Understand and avoid potential conflicts of interest

F. Employee screening is crucial (i.e. reference and background checks)
G. Help assure employee performance to expectations – train/mentor/supervise

H. Hiring process must be followed, including probation period and ongoing performance reviews, to optimize options.

I. Leave must be submitting timely. (High fraud exposure)
J. See Student Employment Handbook, on handbook, before hiring students. (Difference between student and student employee).
K. Be aware of worker’s comp issues, know union & reconsideration rights, when pondering the outsourcing of work remember there are Union contract issues to consider

L. Whistleblowers are protected. Encourage and respect disclosure.
M. Terminated employees return property and are removed timely as account signers, system users, and vault combination holders. 
VI.
Recognizing When to Use Which Internal Control
A. Preventive 

1. Dual Control – knowledge/review of transactions/activity (monitoring account activity)

2. Double Custody (key and combo) if not it is “Sole Custody”

3. Segregation of Duties

4. Risk avoidance/reduction/transfer (employees don’t transport money)

B. Detective

1. Rotation of Duties

2. Reconciliation (approved & documented)

3. Periodic monitoring (review expenditures/Pcard statements, understand budget variances, circulate phone bills)

VII.
When You of the Team Believe Something May Be Wrong:

A. Whistleblower Act

B. Reporting Misconduct (EO 813)

C. State Property (can’t use it for personal gain, sell it without approval, or give/sell it to employees or charitable organizations.) Reference new Executive Order on Personal Use.

1. Reimburse for Personal Use Immediately (phone, p-card, misc. supplies, equipment use) 

