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“Information Wants To Be 
Free. Information also wants 
to be expensive. 

That tension will not go 
away.”

- Stewart Brand

“
”





Two possible lenses for our conversation

• Geopolitical influences

• Psychology of attacks

• Implication for higher education

Hands on keyboard Understand the adversary

vs.



Ransomware rises to the top of the higher education threat landscape

$1.42M

79%• Phishing

• Social Engineering

• Data Breaches

• Outdated Software

• RANSOMWARE

64%

Paid to resolve each higher 
education ransomware attack, on 
average

Of 2021 incident response revolving 
around ransomware

Increase in ransomware attacks in 
higher education between 2020 and 
2021

“Sophos 2022 Threat Report.” Sophos, November 2021. https://assets.sophos.com/X24WTUEQ/at/b739xqx5jg5w9w7p2bpzxg/sophos-2022-threat-report.pdf. 
Mahendru, Puja. “The State of Ransomware in Education 2022.” Sophos News, July 12, 2022. https://news.sophos.com/en-us/2022/07/12/the-state-of-ransomware-in-education-2022/ 



Ransomware: a powerful story about how to exploit us by pitting our own 
ideas and values against us

Tolerate hardware / 
software security 
vulnerabilities

Encourage growth 
of opaque financial 
systems

Reward innovative, 
scalable tech business 
models

Advocate for weak 
government 
regulation

Thanks to ransomware and other cybercrime, we pay extraordinary costs for 
(technical) freedom.

To build and grow 
technology businesses 
freely, we…

To build and grow 
ransomware businesses 
freely, they…

Exploit software 
security 
vulnerabilities

Hide in opaque 
financial systems

Copy innovative, 
scalable tech business 
models

Benefit from weak 
government 
regulation



What is Ransomware?



Anatomy of a Ransomware attack

Deliver Infect Encrypt Demand 
Ransom

Decrypt



Ransomware spreads in many ways

Phishing Remote Desktops MSP Exploits Bad Ads

Network Propagation Pirated Software Infected Drives Unpatched Vulnerabilities

Public WiFi Pay-for-Installs Network Scanning Drive-by Downloads



Ransomware has evolved into a scalable, low-risk business

2005 2012

First variant 
seen in Russia

Introduction of 
ransomware as 
a viable and 
profitable 
attack method

Integration of 
cryptocurrency 
like Bitcoin

Payments 
increase as 
time elapses

Rise of 
cryptocurrency 
companies to 
support 
ransomware

2013

Spread across 
Europe and North 
America

Increased 
psychological 
tactics

Ransomware 
emerges as a 
business

Ransomware as a 
Service (RaaS)

Increased 
accessibility to 
ransomware
technology

Double extortion

Added concerns 
around PR and 
multiplied impact

Today1989

First act of 
ransomware via 
floppy disk

2011

Anonymous 
payment 
methods allow 
for largescale 
ransomware 
spread

Ransomware 
group Ryuk
launches 
first known 
targeted 
attacks

2018



Ransomware gangs are hard to locate, but prevalent in a few Eastern 
European countries

Conti

Netwalker

Lockbit
Vice SocietyREvil

Lazarus Group 



Ransomware-as-a-Service (RaaS) is a highly diversified business

RaaS Operators & Developers

RaaS Affiliates/Customers/Partners

Public Knowledge-Sharing Platforms



Like many businesses, ransomware operators are specializing

• Targeting specific industries, thus generating 
industry expertise

• Attractive qualities for ransomware groups:

o Highly valuable data

o Vulnerable environment due to lax or 
poorly funded security

o Poor cyber hygiene and awareness

o High reputational stakes

o Public safety/national security concerns

• Hiring for specialized job roles “[I rob banks] because that's where the money is.”
-Willie Sutton



Conti offers a window into the sophistication of RaaS

COSTA RICA
NATIONAL STATE OF EMERGENCY

• $182M in ransom payments in 2021 

• Members active 14 hours a day, every 
day, except the New Years holiday

• $6M a year on salaries, tools, and 
services

• Hit 40 organizations over one month

Chainalysis Team. “As Ransomware Payments Continue to Grow, so Too Does Ransomware's Role in Geopolitical Conflict.” Chainalysis, February 10, 2022. https://blog.chainalysis.com/reports/2022-
crypto-crime-report-preview-ransomware/. 
Ilascu, Ionut. “Conti Ransomware Hacking Spree Breaches over 40 Orgs in a Month.” BleepingComputer. BleepingComputer, June 23, 2022. https://www.bleepingcomputer.com/news/security/conti-
ransomware-hacking-spree-breaches-over-40-orgs-in-a-month/. 
Muncaster , Phil. “Conti Group Compromised 40 Firms in Just One Month.” Infosecurity Magazine, June 24, 2022. https://www.infosecurity-magazine.com/news/conti-group-compromised-40-firms/. 



Beyond generating revenue, ransomware is a geopolitical tool

• Cyberwarfare tactics

• Privateering

• Disruption and sanctions



Ransomware is capitalizing on emerging skills and technologies

Future of 
Ransomware

Highly Skilled 
Hackers

Spread of 
RaaS

Growth of 
Crypto

Cybersecurity 
Awareness 

Gaps

AI/ML



Implications for higher education

We need academic freedom and information security

• Ransomware preys on academic freedom, because freedom and 
security are often in tension, which increases vulnerability

• Information security awareness may be less a distraction and 
more of an enabler of the academic mission

• Whose job is information security?

“2022 Data Breach Investigations Report.” Verizon Business. Accessed September 20, 2022. https://www.verizon.com/business/resources/reports/dbir/. 



Questions?



Thank You!


