orks

© SecureWWorks, Inc. Classification: //Secureworks/Confidential - Limited External Distribution:



New Threats and t
New Methods to
Stop Them!

Secureworks
Robert Shaw

Sr. CyberSecurity Specialist

October 11, 2019

Classification: //SecureWorks/Confidential - Limited External Distribution:



Today’s Discussion

e The Latest on Ransomware

What can you do to Protect yourselves?
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What’s New with Ransomware?
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U.S. Attorney: Two Iranian Men Indicted For Deploying
Hack a V|rRansomware to Extort Hospitals, Municipalities, and Public
IS worst-|Institutions, Causing More Than $30 Million in Losses; **
Matched-Atty company names in 2nd para (Hollywood
Star Tnibune (M} Presbyterian Medical Center, Kansas Heart Hospital,

Copyright: COf Laboratory Corporation of America Holdings, MedStar Health,

hitp://www.starty Nebraska Orthopedic Hospital, Allscripts Healthcare

Solutions Inc.)

FL‘I ” TEXt . Targeted News Service. (Nov. 29, 2018):
Copyright: COPYRIGHT 2018 Athena Information Solutions Pvt. Ltd.

B }"l ine: JOE C A http/targetednews.com/

. |Full Text:
A computer virl

& Hearing Se NEWARK, New Jersey, Nov. 28 —- The U.5. Attorney for the District of New Jersey, Craig Carpenito,
iIssued the following news release:

apparently bec
An indictment returned by a federal grand jury was unsealed today in Newark, charging Faramarz
ransomware at Shahi Savandi, 34, and Mohammad Mehdi Shah Mansouri, 27, both of Iran, in a 34-month-long
Hackers are tafinternational computer hacking and extortion scheme involving the deployment of sophisticated
inmlving F)Eiti& ransomware, U 5. Attorney Craig Carpenito for the District of New Jersey, Deputy Attorney General
Rod J. Rosenstein, Assistant Attorney General Brian A. Benczkowski of the Justice Department's
tempr::rary. Rar] criminal Division, and Executive Assistant Director Amy S. Hess of the FBI announced.

payment to unl The six-count indictment alleges that Savandi and Mansouri, acting from inside Iran, authored

buginessess t'_.'.r malware, known as "SamSam Ransomware,” capable of forcibly encrypting data on the computers
of victims. According to the indictment, beginning in December 2015, 5avandi and Mansouri would
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"Hack a warning sign for doctors; Michigan ransomware attack is worst-case scenario for providers." Star Tribune [Minneapolis, MN], April 7, 2019, 1D. General OneFile (accessed July 15, 2019). http://link.galegroup.com.ezproxy.sfpl.org/apps/doc/A581682957/ITOF?u=sfpl_main&sid=ITOF&xid=13e9c2db.
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Is ransomware use declining?

~— Statistically, yes, but...

Still a major threat to unprepared organisations

- Incidents

« Criminals are business oriented
S —— « There is a spate of recent attacks using
targeted ransomware.
-

2015
2016 2017

Ransomware incidents investigated by Secureworks

2018
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Ransomware Landscape Shift -1

Historically Typical
Ransomware Infection

Systems infected by:

* Drive-by downloads
+ Large-scale spam

- Scan and exploit of
vulnerable systems

Post-Instrusion
Ransomware

Systems infected by:

- Actors gain access
to vulnerable systems
or infected hosts

- Access credentials
and move laterally

- Deploy to large
number of systems

n
]
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Ransomware Landscape Shift -2

— al l
A Shift Tow eltls
Post-Intrusic tive!
- —
2016 bacted
2017 [N average days
between access and
2018 N detection F14‘3
Opportunistic Targeted psts
threat actors threat actors
undetected for undetected for
B Ransomware inci 7 3 2 2 1

involving constr
infection technir:?l

days days
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— Local Gov’t/Healthcare Payouts

Bl 2018-2019

Hancock Health The Canadian 2018 $55,000
— Press
West Haven, Conn. AP 2018 $2000
Delaware Guidance Services for AP 2019 “thousands”
- Children
Lake City, Florida New Scientist 2019 $530,000
Riviera Beach, Florida Washington 2019 $600,000
Post
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Not everyone will admit they paid the ransom.

“Indiana Health Network Pays about $55,000 Ransom to Hackers.” 2019. Canadian Press, The. Accessed July 17. https://0-search-ebscohost-com.catalog.sjlibrary.org/login.aspx?direct=true&db=n5h&AN=MYO056173708318&site=ehost-live.
 
The Associated Press. 2018. “City Pays $2,000 in Computer Ransomware Attack.” AP Regional State Report - Connecticut. Associated Press DBA Press Association. https://0-search-ebscohost-com.catalog.sjlibrary.org/login.aspx?direct=true&db=nsm&AN=AP8656dc8c76224561bbbc1d518bd4cc8a&site=ehost-live.
“Indiana Health Network Pays about $55,000 Ransom to Hackers.” 2019. Canadian Press, The. Accessed July 17. https://0-search-ebscohost-com.catalog.sjlibrary.org/login.aspx?direct=true&db=n5h&AN=MYO056173708318&site=ehost-live.
 
The Associated Press. 2018. “City Pays $2,000 in Computer Ransomware Attack.” AP Regional State Report - Connecticut. Associated Press DBA Press Association. https://0-search-ebscohost-com.catalog.sjlibrary.org/login.aspx?direct=true&db=nsm&AN=AP8656dc8c76224561bbbc1d518bd4cc8a&site=ehost-live.
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The Associated Press. 2018. “City Pays $2,000 in Computer Ransomware Attack.” AP Regional State Report - Connecticut. Associated Press DBA Press Association. https://0-search-ebscohost-com.catalog.sjlibrary.org/login.aspx?direct=true&db=nsm&AN=AP8656dc8c76224561bbbc1d518bd4cc8a&site=ehost-live.
“Indiana Health Network Pays about $55,000 Ransom to Hackers.” 2019. Canadian Press, The. Accessed July 17. https://0-search-ebscohost-com.catalog.sjlibrary.org/login.aspx?direct=true&db=n5h&AN=MYO056173708318&site=ehost-live.
 
The Associated Press. 2018. “City Pays $2,000 in Computer Ransomware Attack.” AP Regional State Report - Connecticut. Associated Press DBA Press Association. https://0-search-ebscohost-com.catalog.sjlibrary.org/login.aspx?direct=true&db=nsm&AN=AP8656dc8c76224561bbbc1d518bd4cc8a&site=ehost-live.


The Associated Press. 2019. “Ransomware Attack Locked Provider out of Patient Records.” AP Regional State Report - Maryland. Associated Press DBA Press Association. https://0-search-ebscohost-com.catalog.sjlibrary.org/login.aspx?direct=true&AuthType=cookie,ip,url,cpid&custid=s5855578&db=nsm&AN=AP625755f0bfa64f5fb226885a375098a5&site=ehost-live.

Stokel-Walker, Chris. 2019. “Cybercriminals Are Cashing In.” New Scientist 243 (3238): 8–9. https://0-search-ebscohost-com.catalog.sjlibrary.org/login.aspx?direct=true&db=a9h&AN=137414728&site=ehost-live.

Rachel Siegel. 6AD. “City Paying $600,000 after Ransomware Attack.” Washington Post, The, Winter 2019. https://0-search-ebscohost-com.catalog.sjlibrary.org/login.aspx?direct=true&db=bwh&AN=wapo.487daf24-938d-11e9-aadb-74e6b2b46f6a&site=ehost-live.





What if you pay the ransom?
Iy That's not the end of your problems

\ . . . . agps . . .

We worked with an organization that paid $7.2 Million in BitCoin.

- They were emailed a decrypt tool
\

 They had thousands of hosts that needed decrypting
 The tool was not multi-threaded, had bugs, lower quality than the ransomware
« They had no way to distribute the tool, to execute it centrally and report back

- « What about the hosts that didn’t boot up anymore?

Is the threat actor still in the environment?
* Did they do anything else while they were in, did they steal anything?
* Is the network clean and trustworthy?

Secureworks




_ The Good News
I Kind of

 In several targeted ransomware incidents where files were encrypted and
the victim organization crippled

e —  Threat Actors were in the network for weeks before dropping ransomware
 Threat Actors used standard tools and techniques in that time

 They could have been stopped, if
— * You have visibility into the environment
* You apply Threat Intelligence to that visibility
* You respond immediately and effectively to evict the Threat Actor
* You prevent them from re-entering the environment

Secureworks




Cyber Security Is a Journey,
Not a Destination

J:HJJIHI
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Visibility into the environment

\ Layers of visibility

- .T.

Perimeter Visibility
Email and Proxy

—-—

Network Visibility
IDS/IPS

Endpoint Visibility
EDR Solution

i
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Our Approach to MDR

Secureworks combines security analytics software with our expertise and threat intelligence to
help your security team detect, investigate and respond to threats faster than ever before.

= ENDPOINT | @ NETWORK |
Detect Investigate
DETECTORS INVESTIGATION
VALIDATION
A_pp"ad Secureworks®™ Network Effect  Secureworks® Incident Response Findings
Intelligence  thid-party intelligance Secureworks® CTU® Threat Intelligence

N cLoup |

}[#° BUSINESS SYSTEMS

Respond

IMMEDIATE ACTIONS

INCIDENT RESPONSE

Threat Hunting 24x7 Analyst Access

Thraat hunting across our customarns by our Via in-app Chat, Ticket, and Phone

adwncad team of glohal threat bunters
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Integrating our technology and services gives you the 24x7 service you can rely on. With Red Cloak TDR as the software foundation, and leverages the Secureworks Network Effect and CTU research, as well as third party intelligence integrations. Using the TDR app, we are able to ingest, enrich, and correlate data from a variety of your endpoint, network, cloud, and business systems. When an threat is detected, we engage in a process of validation to ensure less noise is generated, and move to investigate where needed. Any recommendations our analysts make are available to you within an easy to use app. At any point you will have the ability to reach out to our analysts via chat, ticket, or phone. And if an incident gets serious, we can engage in threat hunting from the TDR app or respond remotely.


Advanced Anomaly Detection
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Building Threat Detectors with Advanced
Analytics and Threat Intelligence

Evaluate series of events from multiple data sources for series of tactics associated with known threat actor
patterns (Business Email Compromise, Ransomware, etc.)

Tactic Graphs

Performs supervised deep-learning on automatically generated labels to distinguish known DGAs from benign

Domain Generation Algorithm DNS requests

Identify potentially compromised endpoints by looking for rare DNS requests for domains that have recently been

Command & Control Detector e

Builds a model of all outbound connections from processes to IPs. Identifies potential threats by raising the most

Rare Program to IP rare combos to the top.

Secureworks
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Our key differentiators are:
Out-of-the-box security content in the form of detection use cases (detectors) that are continuously updated for you:
Threat Intelligence-Based Detectors with capabilities such as behavioral analytics and adversarial tactic detections that leverage Secureworks continuously updated and maintained CTU threat intelligence and Incident Response findings to precisely pinpoint unknown and advanced threats.
Advanced Analytics-based Detectors that come with large training data sets allowing us to use deep learning and machine learning leveraging the Secureworks Network Effect to identify previously unknown threats, improve accuracy and eliminate meaningless noise. We go beyond basic statistical anomaly detection and we are able to do this because of our multitenant architecture that enables us to see activity happening across all of our clients (Network Effect) and leverage this robust data set to train our machine learning and deep learning models.

Details of what each Advanced Analytics-Based Detector does:
Stolen Credentials Detector:
TDR's Stolen Credential Detector has a state of the art implementation of this use case based on recent academic research.
Leverages unsupervised machine learning, the Stolen Credentials detector continuously learns known and safe locations over time, which reduces false positives by not alerting on repeated travel patterns 
We further reduce false positives by applying proprietary algorithms to evaluate several factors to gain additional confidence in detections even in cases where IP geo data is uncertain 

DGA Detector:
The DGA detector looks for DNS queries to domains that have been automatically generated, which could be an indication of malware reaching out to command and control infrastructure.
Most DGA detectors that exist today are built by reverse engineering the algorithms which makes them sufficient for detecting known domains.  However, they have no ability to track new algorithms or even slight modifications to existing ones.  
Red Cloak TDR’s DGA algorithm uses the latest deep learning techniques (data scientists from the U.S. intelligence community with expertise in rare event detection and deep learning for natural language processing that have specifically tuned our DGA detector to reduce false alarms.) to learn the difference between legitimate and malicious domains using large training sets which makes it suitable for both known and unknown DGAs.

Login Anomalies Detector:
The Login Anomalies Detector compares daily activity for every user in an account’s environment against a learning model that reflects each users typical login behavior for a 24 hour period of time. 
How: If the user’s daily activity deviates from their individual behavior model enough to have a probability of less than the set threshold (currently less than 2% across a 24 hour span), an alert is sent to the CTPx Alert Database and Dashboard.

Login Failure Detector:
The Login Failure Detector examines all authentication events in the data lake across a rolling 24 hour period looking for repeating failed login attempts across multiple computers. How: If five or more such attempts are found on multiple hosts or more than ten login failures happen on the same host it is sent to the CTPx Alert Database and Dashboard for potential investigation. 

Rare program to rare IP Detector:
This detector automates a security research practice called data stacking, which can be used to find a needle in a digital haystack.  It leverages the power of the Secureworks Network Effect to automate this popular threat hunting practice and leverages the vast amount of data across the Secureworks ecosystem to find suspicious activity that many other systems may miss. It looks for strange login activity of single users by using a learning model that looks at incoming netflow event information for destination IPs that haven't been seen for an individual for the past 60 days. The model also looks for rare program hashe executed on that same host for the same time period; if there is a correlation between the destination IP and the rare program for the same host, we alert on it. The recommended action for an alert is to pivot on the host or source IP address listed in the alert and to look into the user that executed the process listed in the alert.




Top Recommendations From 2019 IR Insights Report

Implement Multifactor Authentication (MFA)

Fundamentals

Increase Visibility and Enhance (Specific) RN
Logging Visibility

Implement Endpoint Detection Capabilities Preparation

Improve and Test Incident Response
Preparedness

Educated Users on Security Vigilance and
Policies

Choose a Framework For Governance
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REPORTS

Secureworks State of

Cybercrlme Report 2018

The Deep, Dark Truth Behind the Underground Hacker Economy

®

» Download the 2018 State of Cybercrime report

www.secureworks.com/resources/rp-2018-state-of-cybercrime

* Visit secureworks.com

» Call me if you have any questions:

Robert Shaw Than k yOU !

CyberSecurity Specialist
West Region Public Sector
CyberSecurity SLED | West Coast

949-246-7223 cell
rshaw@secureworks.com
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Questions that Need Answers

What internal discussions do | need to have to improve my understanding
of our true corporate risk and accurately convey this to the C-Suite?

 Does my risk dictate | need more advanced tools?

Do | have the right logs / data / plan / process to detect and respond to an
attack today?

« What people / process / technology changes will | make to reduce my time
to detect and respond in 20207?

Secureworks
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Organizations Know Security is a Priority

Lack of Too Much Competing
Visiblility Complexity Priorities
More attack Thousands of Not enough context
surfaces. Hackers signals. Which one to know which action
evade controls. matters? to take.

@ 0 &)
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In presentation mode, these three themes display as animation one at a time.

Lack of Visibility: 
First, you still can’t see what the threats are doing outside your network perimeter… wherever you and your employees are connected. Endpoints, mobile, Cloud.

Too Much Complexity: 
Second, you don’t know which alerts are malicious behavior and which are just benign. The volume of noise generated by all those solutions makes it tough to pick out what really matters. 

Competing Priorities:
Third, you’re getting information about the threats, but don’t have enough perspective to make quick decisions when it’s time to respond.

Too Much Complexity: 

Competing Priorities: 


DETECT

INVESTIGATE

ae

=
RESPOND

% Red Cloak

MDR

A security analytics platform combined with managed security services from the

industry leader in security operations — integrated into one solution.

Red Cloak SOFTWARE + SERVICES
t Threat Detection Red Cloak TDR ingests, enriches, correlates data from a
— & Response variety of endpoint, network, cloud, and business systems.

& @

THREATS P VALIDATION : .

Identified within Red Analyst investigates leveraging

Cloak TDR additional context and
enrichment

£ P

INCIDENT RESPONSE THREAT HUNTING
P

Performed by our Aggregate threat hunting across
industry recognized our customers by our advanced
global IR team team of global threat hunters

0
L

INVESTIGATION

Analyst recommendations
provided within the TDR
application

2

24X7 ANALYST
ACCESS

Via in-app Chat,
Ticket, and Phone
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APPLIED
INTELLIGENCE

Secureworks®
Network Effect

Secureworks®
Incident Response
Findings

Secureworks®
CTU® Threat
Intelligence

Third-party
Intelligence
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Integrating our technology and services gives you the 24x7 service you can rely on. With Red Cloak TDR as the software foundation, and leverages the Secureworks Network Effect and CTU research, as well as third party intelligence integrations. Using the TDR app, we are able to ingest, enrich, and correlate data from a variety of your endpoint, network, cloud, and business systems. When an threat is detected, we engage in a process of validation to ensure less noise is generated, and move to investigate where needed. Any recommendations our analysts make are available to you within an easy to use app. At any point you will have the ability to reach out to our analysts via chat, ticket, or phone. And if an incident gets serious, we can engage in threat hunting from the TDR app or respond remotely.
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